 
PREVENTION OF THEFT AND EMBEZZLEMENT IN SMALL BUSINESS

 

The U.S. Commerce Department has estimated that 30 percent of business failures result from employee theft.

 

Most small business owners I know depend on a few key people to do lots of different things in their company.  The accounting department often consists of one person who opens the mail, bills the customer, does the payroll, post payments to customer accounts, pays the bills, and possibly signs the checks.  This is often true in all departments of the company.  Employees have access to vehicles, charge accounts with vendors, inventory supplies and gas cards.

 

The owner comes to trust his employees and as a result begins to think that they would never steal from him or her.  The owner becomes complacent in protecting his or her assets and as a result "opportunities" become available for trusted employees to steal or embezzle.

Once your financial records have been altered, discovering problems is extremely difficult. Most standard accounting practices are not designed to uncover internal problems such as embezzlement.

Depending on your CPA to protect against acts of one employee is a dependence that is false comfort. The CPA is not involved in the day to day operations.  They will not be as familiar with vendor and customer names as the owner and employees are.  The CPA will not be examining source documents.   A review or compilation engagement is not designed nor intended to uncover or search for defalcations.  For this reason, an employee who tampers with a number of small accounts over an extended period will usually escape detection.

Employees quickly can assess that there is a lack of internal control and that there are "holes" in the accounting system, controls of inventory and other assets. There are some basic things that the small business owner can do to reduce the opportunity for such fraud. The challenge is to build a series of “checks and balances” to verify that transactions are accurate.  

 

The best way to avoid and or detect fraud is to consider your internal controls and correct for

weaknesses. Fraud or embezzlement will be more difficult when there is a separation of duties between asset handling and recording functions. For example receiving and depositing checks is asset handling.  Recording the receipt of the check against the customer balance is recording.

 

The following business practices can help you minimize potential internal control problems:

 

1. Check the potential employee’s references.  Consider getting a professional investigator to check out the candidate's background.

 

2. Have your bank statements, charge card statements, and other important documents come to your home.  

a. Open the statements and review the transactions.  

b. Make sure that the bank and charge card statements are reconciled.  

C.Review the reconciliations and ask questions.  

 

3. Compare payroll checks with employee records, and ask questions.

a. Was the employee where his/her time card said he/her was.

b. If the time is billable, has it been billed?
 

4. Signing checks:

a. Never sign a check without inspecting original supporting

documentation including the invoice, shipping documents and

the purchase order.

b. Cancel all supporting documentation after signing a check.

c. Never sign a check that is not completely filled in.

d. Verify the names of your vendors.

 

5. Protection of valuables:

a. Keep blank checks and the signature stamp secure.

b. Deposit all cash and checks daily.

c. Get fidelity bond insurance for all accounting and key employees.

d. Backup all computer files on a regular basis and store the backup

at a secure, remote location.

e. Periodically, change computer system passwords.

 

6. Watch out for changes in employee behavior:

a. Always verify employee references before hiring.

b. Be aware of substance abuse, changes in lifestyle, living

beyond means, possessiveness of work.

 

Implementing some basic controls and then following through on the procedures will greatly reduce the chance that you and your business will be the victim of theft or embezzlement.  Please contact us if you need some help in designing internal controls to safeguard your business.
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